
As organizations transition to the work-from-home environment, the risks of cer fraud grow even more acute.
Fraudsters are seeking to exploit remote workforces to gain access to valuale confidential and personall
identifiale information, using timel phishing and man-in-the-middle scams as well as standard firewall and
perimeter penetration. Consider taking these asic steps to protect our organization from cercriminals.

Rememer that man cercrimes are accomplished through the use of email. Common email cercrimes
include phishing scams, corrupted attachments and attempts  ad actors to otain personal or financial
information or misdirect mone or other items of value. Man hackers are capitalizing on coronavirus fears to
otain remote sstem access, such as through phishing scams that encourage recipients to click on links to
purchase masks or hand sanitizer or to connect to helpful coronavirus information from reputale organizations
like the Centers for Disease Control and Prevention or the World Health Organization. Fraudsters are even
impersonating state and local Department of Health workers and cold-calling homes, purporting to set up
Coronavirus tests in an effort to solicit personal and protected health and identifing information.

To guard against these scams, encourage the use of good email cer hgiene haits, including:

crutinizing unexpected email and telephone communications and email addresses to make sure each
communication is actuall from the person it appears to e from.
Looking for suspicious tpos, odd uses of grammar or other indications the email ma have een drafted 
a ad actor.
ujecting an unusual requests to additional levels of verification — e.g., calling to verif.
crutinizing all links efore clicking, and erring on the side of sending suspicious links or documents to the
information technolog department for review efore opening or
Immediatel informing the information technolog department if a suspicious link is clicked.
Not forwarding documents containing confidential information to personal email accounts, which are much
easier to hack.

e alert to man-in-the-middle fraudsters seeking to exploit the remote work environment. Man-in-the-middle
attacks occur when a perpetrator positions herself in a conversation etween two email users to impersonate
one of the parties, making it appear as if a normal exchange of information is underwa. For example, a
perpetrator might use a slightl different email address — e.g., CO@compaan.com rather than
CO@compan.com — to cause the person receiving the email (the victim) to send funds to an account
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controlled  the perpetrator rather than to the compan’s account.

Was to spot and stop man-in-the-middle attacks — whether the are purporting to send mone to a new or
old vendor — include:

ujecting an unusual requests — including, for example, last-minute changes to wire or other pament
instructions or other requests to deviate from normal procedures — to additional levels of scrutin. Pick up
the phone and verif.
Creating and enforcing vendor pament procedures that include, for example, preestalished wire transfer
instructions, telephone confirmation prior to transfer and other approval laers.

e aware of the unique securit concerns presented  devices with listening capailit or voice activation.
Advise emploees to mute or shut off listening devices like Amazon cho, Nest cameras, and Amazon’s Alexa
or Google’s voice assistant when discussing confidential matters. These kinds of devices present a mriad of
securit issues:

tudies show that the recording feature of these devices can e inadvertentl activated numerous times
throughout a single da.
The devices also have een known to inadvertentl forward recorded conversations.
Tech companies have come under fire for listening in on users’ conversations in furtherance of improving
their artificial intelligence technolog.
Hackers can reach these sstems to monitor conversations for valuale information.

Take into account cersecurit and data privac issues when determining whether and how to rel on
vendors or other third parties to manage the new urdens imposed  the work-from-home environment.
Consider, for example:

Are the cer safeguards implemented  the vendor adequate to protect compan data?
Does the transfer compl with all applicale data privac laws?
If the transferred data has een entrusted to the compan  another part, does the transfer compl with
that part’s expectations and requirements?
Are emploees emploing good cer practices — including password protection and encrption in transit
— in connection with the transfer?

Make sure all devices have secure passwords. xperts advise that passwords e at least 12 digits in length,
with smols, numers, letters and varing use of capitalization — e.g., Pe@nut$_&_cr@ckerj@ck$.

Overall heightened vigilance, frequent reminders of good cer hgiene and related compan policies, and
good common sense will serve our compan well.
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