Manatt, Phelps & Phillips, LLP Page 1 of 5

Client Access Careers Diversity Search ]

advanced search

People Practices Experience Awards News & Events Offices About Us

Home/! News & Events/ Newsletters/ Advertising Law 01.03.13 <Back

News

Articles

Events

Legislative Updates
Newsletters

White Papers

Advertising Law

Jan 03, 2013
Manatt Partner Lindsay Conner Invited to Speak at ACI’s Entertainment Law
Summit
Does a Virtual Pet Site Violate COPPA?

Legislative Updates: Geolocation Bill and VPPA Updates Advance, ECPA Update
Stalls

Dunkin’s “Best Coffee” Slogan Can'’t Be Trademarked
Takeoff: First California Suit Over Mobile Apps Hits Delta
Kids’ Apps Get a Failing Grade From the FTC

Manatt Partner Lindsay Conner Invited to Speak at ACI's
Entertainment Law Summit

On January 24-25, 2013, the American Conference Institute will host
its Entertainment Law Summit on Integrated Marketing, Talent
Contracts and Branded Content that aims to help in-house counsel
and business and marketing executives tailor their companies' brand
integration programs to effectively reach targeted audiences while
protecting legal, business and financial interests.

Manatt's Lindsay Conner, a partner in the entertainment and media
practice, will participate as a speaker in a panel session titled "Studio
Meets Madison Avenue: Capitalizing on the Exploding Yet Complicated
Era of Integrated Marketing in Television, Film and the World Wide Web."
He and his fellow presenters will focus on identifying and leveraging
distribution channels, utilizing integration deals to defray skyrocketing
productions costs and maximizing clients' revenue sources while
consolidating all rights, among many other issues.

The conference will be held at the Loews Santa Monica Beach Hotel in
Santa Monica, CA. For more information or to register for this event, click
here.
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Does a Virtual Pet Site Violate COPPA?

In a complaint filed with the Federal Trade Commission, the Center
for Digital Democracy (CDD) maintains that Mobbles, a virtual pet
app, violated the Children’s Online Privacy Protection Act by
gathering data from children without obtaining prior parental
consent. Designed for children ages 4 and older, the app allows
users to collect, trade, and play with their virtual pets. But it also
collects a “host of personal data” from children, including e-mail
addresses and location data, the group claims.

Mobbles was released in May for Apple and Android devices and has
ranked among the top 100 grossing entertainment apps in Apple’s App
Store in 24 different countries and in the top 10 in 10 different countries,
the CDD noted.

One feature of an app to “collect new pets” pinpoints a child’s precise
location on a satellite map that includes a street name and a range of
house numbers. Children can also earn virtual currency and in-game
coupons by disclosing their e-mail addresses to subscribe to a Mobbles

newsletter.

Although parental consent is not required when children create a user
name to trade their pets or when they provide their e-mail address to
receive the Mobbles newsletter, CDD notes that “Mobbles makes no
attempt to provide direct notice to parents and offers no opportunity for

parents to opt out of further use of their children’s information.”

http://www.manatt.com/ThreeColumn.aspx?pageid=28295&1d=97647 &article=Articl...

Newsletter Editors
Linda A. Goldstein
Partner

Email

212.790.4544

Jeffrey S. Edelstein
Partner

Email

212.790.4533

Marc Roth
Partner

Email
212.790.4542

Practice Area Links

Practice Overview
Members

Upcoming Events
January 24-25, 2013

ACI's Entertainment Law
Summit on Integrated
Marketing, Talent Contracts
and Branded Content

Topic: "Studio Meets Madison
Avenue: Capitalizing on the
Exploding Yet Complicated Era
of Integrated Marketing in
Television, Film and the World
Wide Web"

Speaker: Lindsay Conner
Santa Monica, CA

For more information

February 5-6, 2013

ACI's Legal and Compliance
Forum on Privacy & Security
of Consumer and Employee
Information

Topic: “Bring Your Own
Devices, Mobile Apps &
Devices, and Mobile
Workforces: Minimizing Threats
Posed Through Proven
Information Security Measures”
Speaker: Barrie VanBrackle
Washington, D.C.

For more information

February 25-27, 2013

ERA's Great Ideas Summit
2013

Topic: "How to Have It ALL:
Integrating Traditional and New
Media"

Speaker: Linda Goldstein
Miami Beach, FL

For more information

Awards

Recognized for Excellence in the
areas of Advertising, Marketing
and Media

07/01/2013


http://www.manatt.com/ThreeColumn.aspx?pageid=28295&id=97647&article=Articl

Manatt, Phelps & Phillips, LLP

“Thus, CDD urges that the FTC promptly initiate an investigation of
Mobbles, bring an enforcement action to stop Mobbles from any further
collection of children’s personal information, and to seek all other
appropriate remedies.”

Alex Curtelin, Mobbles’s co-founder, told Online Media Daily that Mobbles
does not sell data to third parties and retains as little information as
possible. However, citing a need “to post a clearer privacy policy and

review privacy practices,” the company took the game offline.
To read the CDD’s complaint, click here.

Why it matters: The CDD argues that the complaint is representative of
the need for updates to COPPA in the digital age, as Mobbles is just one of
many children’s apps that takes “unfair advantage of children’s
developmental vulnerabilities.” As Dr. Kathryn Montgomery, professor of
communication at American University, said in the CDD’s press release,
“This complaint provides a glimpse into a much larger, rapidly growing
children’s mobile market, in which companies are unleashing all of the

available techniques for targeting kids.”
back to top

Legislative Updates: Geolocation Bill and VPPA Updates
Advance, ECPA Update Stalls

As the year ended, lawmakers scrambled to make progress on
legislation addressing geolocation privacy and updating the Video
Privacy Protection Act and the Electronic Consumer Protection Act.

Sen. Al Franken’s (D-Minn.) Location Privacy Protection Act, which would
require mobile apps to receive user permission before collecting and
sharing location data, was approved by the Senate Judiciary Committee in
a voice vote. The bill now moves on to the full Senate for consideration.

Sen. Franken, Chairman of the Senate Subcommittee on Privacy,
Technology, and the Law, introduced his bill last June, but the Committee
reviewed a revised version of the bill that would permit a one-time user
approval and not a requirement that permission be sought each time data

is shared or collected.

“If you want to find the best pizza place where you're driving, you've got to
provide your location,” Sen. Franken told the Minnesota Post. “If the pizza
app wants your location, of course you're going to give the pizza app your
location; otherwise they can’t do what they do. But if someone else wants
your location and wants your location everywhere you want to go, you
might not want to give them that. So what we're trying to say is, it's your
choice to protect your own privacy.”

The law would also criminalize “stalker apps” — applications that share the
location of a cellphone without its user’s knowledge — with exceptions for

law enforcement or parents monitoring their children.

Although the bill passed the Committee, it did receive some pushback.
Sen. Chuck Grassley (R-lowa) expressed concern that the law could “do
serious damage to the tech sector.” Referencing a letter from the
Interactive Advertising Bureau opposing Sen. Franken’s law, he said that
informing consumers about who is receiving their information poses a
practical and technological challenge.

“The mobile marketplace is a unique, yet highly complex technical
ecosystem with multiple entities often behind a single service. One
application may have 10 or more different entities functioning behind the
scenes to enable service, ad delivery, monetization, or analytics to help
improve the user experience,” according to the IAB’s letter, which Sen.
Grassley submitted to the Committee for the record. “In a real-time
automated delivery market, there is no technologically feasible or practical
means for providing notice of each specific entity, as the entity changes in
a moment’s notice.”

On December 20, 2012, the Senate unanimously passed H.R. 6671, which
would update the Video Privacy Protection Act to facilitate the sharing of
information regarding video rental habits on social media sites. The
updated law would allow the social networking and video rental sites to
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integrate so that users could share with friends the movies they have

rented.

The Senate Committee also gave the nod to a bill containing updates to
the 1986 Electronic Communications Privacy Act. Changes to the ECPA
would mandate that governmental authorities get a search warrant to
obtain e-mails from suspects. The current law, passed in 1986, predates
the rise of e-mail and other forms of technological communication, making
it easy for law enforcement officials to access data without a judge’s
permission. However, that update did not move forward in the House of
Representatives on December 18, 2012.

Consent would expire after a two-year period or could be withdrawn at any

time.
To read S. 1223, the Location Privacy Protection Act, click here.
To read H.R. 6671, the update to the VPPA, click here.

Why it matters: The movement of the bills through the Committee is
viewed as progress for privacy advocates and may help speed their
passage next session.
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Dunkin’s “Best Coffee” Slogan Can’t Be Trademarked
In declining to approve a slogan trademark, the U.S. Patent and
Trademark Office (USPTO) determined that the “Best Coffee in
America” claim by Dunkin’ Donuts’ is merely “laudatory and

descriptive.”

Dunkin’ Brands Group Inc. sought trademark protection for the phrase in
the category of restaurant services, café services, snack bar services, and
fast-food restaurant services. The slogan had acquired distinctiveness, the
chain argued, as it has been used in commerce for five years, beginning
April 11, 2006. The PTO disagreed and concluded that Dunkin’s
“informational slogan is nothing more than a claim of superiority and is so
highly laudatory and descriptive of the quality of the coffee featured in
applicant’s restaurants, cafes and snack bars that applicant’s claim of
acquired distinctiveness, based on five years’ use of the mark in
commerce, is insufficient and unpersuasive.” The examining attorney cited
similar denials for claims like brew maker Sam Adams’s “The Best Beer in

America” and Carvel’s attempt to register “America’s Freshest Ice Cream.”

He noted that, instead of indicating the source of Dunkin’s goods, the
words simply tout the company’s goods as the best in America. The mark
“fits firmly in the category of marks identified...as being mere ‘puffery’ and
incapable of functioning as a trademark.” “Best Coffee in America’ touts
simply that the coffee featured at applicant’s restaurants are superior to
other coffees in this country. While applicant may use this wording in
promoting its restaurants and cafes and the coffee sold therein, the
proposed mark does not function to indicate the source of applicant’s
services or distinguish applicant’s services from those of others.”

To visit the USPTQ'’s decision, click here.

Why it matters: Dunkin’ Donuts may continue to use the slogan, albeit
without trademark protection. A spokesperson told the Boston Globe that
the company is “reviewing the filing and cannot speculate on future plans
at this time.” Dunkin’ Donuts has the right to contest the finding by the
USPTO examining attorney, and if the decision is not reversed, has the
option to appeal to the Trademark Trial and Appeal Board. The finding
was the company’s second trademark loss this year. The USPTO earlier
rejected registration for the phrase “Bagel Bunchkin” for the chain’s bite-
size bagel pieces.

back to top

Takeoff: First California Suit Over Mobile Apps Hits Delta
Making good on her threat of legal action, California Attorney General
Kamala Harris filed the first lawsuit against a mobile application for

failing to have a privacy policy.
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Harris, who has made privacy issues a focus of her term in office, targeted
Delta Air Lines’ “Fly Delta” app. When customers use the app to check in
and make flight reservations, Delta collects information like a user's name,
phone number, gender, geolocation, passport number, debit or credit card
information, and e-mail address.

But according to the complaint, Delta violates the 2004 California Online
Privacy Protection Act, which requires companies to post their privacy
policies if they collect personal information such as names, phone
numbers, and e-mail addresses from state residents.

Harris began her enforcement campaign earlier this year, when she
reached an agreement with the six largest online app providers — Amazon,
Apple, Google, Hewlett-Packard, Microsoft, and Research in Motion. The
companies agreed that the Act applies to mobile apps. Facebook signed
onto the agreement in June.

In late October, Delta was one of roughly 100 companies that received a
warning letter cautioning recipients they would be sued if they did not bring

their apps into compliance within 30 days.

According to the complaint, the company has been distributing an app that
has been downloaded by consumers “millions of times” without a privacy
policy since at least 2010. The suit contends that while Delta has an online
privacy policy on its Web site, it does not reference the app nor is it
reasonably accessible to app users. It is therefore insufficient to satisfy the

law’s requirements.

Delta “does not have a privacy policy in the application itself, in the
platform stores from which the application may be downloaded, or on
Delta’s website. Users of the Fly Delta application do not know what
personally identifiable information Delta collects about them, how Delta
uses that information, or to whom that information is shared, disclosed, or

sold.”

The suit seeks to enjoin the app from being downloaded until a privacy
policy is added and requests fines of up to $2,500 per download.

To read the complaint in People v. Delta, click here.

Why it matters: The warnings are over and all mobile apps should have a
privacy policy or be prepared to face a civil complaint from AG Harris. In a
press release, Harris said the Delta complaint is the first suit filed to
enforce the 2004 law. “Losing your personal privacy should not be the cost
of using mobile apps, but all too often it is,” Harris said in the statement.
“California law is clear that mobile apps collecting personal information
need privacy policies, and that the users of those apps deserve to know
what is being done with their personal information.”

back to top

Kids’ Apps Get a Failing Grade From the FTC

Ten months after the release of its first staff report on children’s
mobile apps, the Federal Trade Commission returned to the subject
and found “little progress” has been made “toward giving parents the
information they need to determine what data is being collected from
their children, how it is being shared, or who will have access to it.”

The February report, “Mobile Apps for Kids: Current Privacy Disclosures
are Disappointing” offered a “warning call to the industry,” cautioning app
stores, in-app advertisers, and app developers to do more to provide
parents with easily accessible, basic information about the mobile apps
used by their children.

According to a second report released in December, very few answered

the call.

“While we think most companies have the best intentions when it comes to
protecting kids’ privacy, we haven’t seen any progress when it comes to
making sure parents have the information they need to make informed
choices about apps for their kids,” FTC Chairman Jon Leibowitz said in a
press release about the report. “In fact, our study shows that kids’ apps
siphon an alarming amount of information from mobile devices without

disclosing this fact to parents.”
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“Mobile Apps for Kids: Disclosures Still Not Making the Grade” reviewed
400 available children’s applications in the Apple and Google stores. “Most
apps failed to provide any information about the data collected through the
app, let alone the type of data collected, the purpose of the collection, and
who would obtain access to the data,” the report concluded. Just 20
percent of the apps reviewed by the agency disclosed any information
about the app’s privacy practices.

In addition, many of the apps surveyed by the FTC had interactive features
— like advertising, the ability to make in-app purchases, or links to social
media — which share data from the mobile device with ad networks or other
third parties without disclosing the fact to parents.

More than half of the apps reviewed contained advertising (58 percent), but
just 15 percent disclosed the presence of in-app advertising prior to
download. Sixty percent of the apps surveyed transmit data from a user’s
device either back to the developer or to a third party, the agency found.

The report advised entities within the mobile app industry to design and
employ the “best practices” found in the agency’s staff report on privacy to
provide greater transparency about how data is collected, used, and
shared in children’s apps, and to offer parents easy-to-understand choices
about data collection and sharing in their kids’ apps.

To read the report, click here.

Why it matters: Leibowitz said the agency plans to perform another
survey in the future and “will expect to see improvement.” “All of the
companies in the mobile app space, especially the gatekeepers of the app
stores, need to do a better job,” he cautioned. The agency also announced
that it is launching non-public investigations to determine if mobile apps are
violating the Federal Trade Commission Act or the recently updated

Children’s Online Privacy Protection Act.
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